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Overview

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides resizable
compute capacity in the cloud. Amazon EC2’s simple web service interface allows you to
obtain and configure capacity with minimal friction. Amazon EC2 reduces the time required to
obtain and boot new server instances to minutes, allowing you to quickly scale capacity, both
up and down, as your computing requirements change. Amazon EC2 changes the economics
of computing by allowing you to pay only for capacity that you actually use.

This lab will walk you through launching, configuring, and customizing an EC2 virtual machine

to run a web server. It will walk you though successfully provisioning and starting an EC2
instance using the AWS Management Console.
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Create a new Key Pair

In this lab, you will need to create an EC2 instance using an SSH keypair. The following steps
outline creating a uniqgue SSH keypair for you to use in this lab.

1. Sign into the AWS Management Console and open the Amazon EC2 console at
https://console.aws.amazon.com/ec2.

2. Click on Key Pairs in the NETWORK & SECURITY section near the bottom of the leftmost
menu. This will display a page to manage your SSH key pairs.

Training Example ~  N. California ~  Support ~

EC2 Dashboard Resources ™ Account Attributes ¢
Events 4
Tag You are using the following Amazon EC2 resources in the US West (N. California) region: Supported Platforms
S
Reports 0 Running Instances 0 Elastic IPs L
Limits 0 Volumes 0 Snapshots Default VPC
0 Key Pairs 0 Load Balancers vpc-7d886e18
=) INSTANGES 0 Placement Groups 1 Security Groups
Instances Additional Information
Spot Requests Create Instance B SRS
Reserved Instances Sng pdaice
To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2  Documentation
=| IMAGES instance. All EC2 Resources
e Launch Instance Farums
Bundle Tasks Pricing
=] ELASTIC BLOCK STORE Note: Your instances will launch in the US West (N. California) region Contact Us
Volumes .
Snapshots Service Health ¢ Scheduled Events & AWS Marketplace
=) NETWORK & SECURITY Service Status: US West (N. California): Find free software trial
. o . No events products in the AWS
Security Groups US West (N. California):
. ® This service is operating normally Marketplace from the EC2
Elastic IPs Launch Wizard.
Placement Groups Availability Zone Status: Or try these popular AMIs:
Load Balancers us-west-1b: Vyatta Virtual
Key Pairs Availability zone is operating normally Router/Firewall/VPN
Network Interfaces us-west-1¢: Provided by Vyatta, Inc.
R—— Availability zone is operating normally Rating *
=/ AUTO SCALING ) Pay by the hour for software and
Launch Configurations Service Health Dashboard AWS usage

Auto Scaling Groups View all Networking

Alert Logic Threat Manager for
AWS

@ 2008 - 2015, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy  Terms of Use Feedback

3. To create a new SSH key pair, click the Create Key Pair button at the top of the browser
window.
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Training Example ~  N. California v+  Support ~

EC2 Dashboard Create Key Pair JT T GRS
F i pOrt ey L A

Events
Tags
Reports

Limits You do not have any Key Pairs in this region.

Q e None found

=| INSTANCES Click the "Create Key Pair" button to create your first Key Pair.
Instances

Create Key Pair
Spot Requests

Reserved Instances

4. In the resulting pop up window, type [First Name]-[Last Name]-ImmersionDay into the Key
Pair Name: text box and click Create.

Create Key Pair X

Key pair name: John-Doe-ImmersionDay

5. The page will download the file “[Your-Name]-ImmersionDay.pem” to the local drive.
Follow the browser instructions to save the file to the default download location

6. Remember the full path to the file .pem file you just downloaded.

You will use the Key Pair you just created to manage your EC2 instances for the
rest of the lab.
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Launch a Web Server Instance

In this example we will launch a default Amazon Linux Instance with an Apache/PHP web
server installed on initialization.

7. Sign into the AWS Management Console and open the Amazon EC2 console at
https://console.aws.amazon.com/ec2.

8. Click on Launch Instance

Training Example ~  N. California v  Support v

EC2 Dashboard Resources ' Account Attributes
Events 4
Ve You are using the following Amazon EC2 resources in the US West (N. California) region: Supported Platforms
Tags
Rabars 0 Running Instances 0 Elastic IPs M2
? 0 Volumes 0 Snapshots Default VPC
St 1 Key Pairs 0 Load Balancers vpc-7d886e18
=| INSTANCES 0 Placement Groups 1 Security Groups

Instances Additional Information
Create Instance . .

Spot Requests Getting Started Guide

Reserved Instances To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2  Documentation
instance.

All EC2 Resources

AMIs ( Launch Instance ' Forums
Pricing

O indla Taclke

9. Select the Amazon Linux AMI and click Select
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ﬁ AWS ~ Services Training Example ~  N. California ~  Support v
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review
. H Ci | and Exit
Step 1: Choose an Amazon Machine Image (AMI) Spean

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can
select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start 110 22 of 22 AMIs

My AMIs Amazon Linux AMI 2014.09.1 (HVM) - ami-4b6f650e

Amazon Linux  The Amazon Linux AM| is an EBS backed image. It includes the 3.14 kernel, Ruby 2.1, PHP .
5.5, PostgreSQL 9.3, Docker 1.2, the AWS command line tools, and repository access to 64-bit
many other packages.

AWS Marketplace

Community AMIs
Root device type: ebs Virtualization type: hvm

Free tier only (i) Q Red Hat Enterprise Linux 7.0 (HVM), SSD Volume Type - ami-33¢cdd876

Red Hat Red Hat Enterprise Linux version 7.0 (HVM), EBS General Purpose (SSD) Volume Type

B64-bit
Frea tier alghls Root device type: ebs Virtualization type: hvm

;) SUSE Linux Enterprise Server 12 (HVM), SSD Volume Type - ami-b95b4ffc m
SUSE Linux SUSE Linux Enterprise Server 12 (HVM), EBS General Purpose (SSD) Volume Type. Public )
Cloud, Advanced Systems Management, Web and Scripting, and Legacy modules 64-bit
enabled.

Raot device type: ebs Virtualization type: hvm

® Ubuntu Server 14.04 LTS (HVM), SSD Volume Type - ami-076e6542 m
Ubuntu Ubuntu Server 14.04 LTS (HVM), EBS General Purpose (SSD) Volume Type. Support )
I available from Canonical (http://www.ubuntu.com/cloud/services). 64-bit

10. Select the Micro (t2.micro) instance size and click Next: Configure Instance Details
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Training Example ~  N. California v Support +

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have
varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your
applications. Learn more about instance types and how they can meet your computing needs.

Filter by: = Allinstance types Current generation ~ Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

ety e e ) Moy - et e e

a8 General purpose 1 i EBS only - Low to Moderate

General purpose t2.small 1 2 EBS only - Low to Moderate

General purpose t2.medium 2 4 EBS only - Low to Moderate

General purpose m3.medium 1 3.75 1x 4 (SSD) - Moderate

General purpose m3.large 2 7.5 1x32 (SSD) - Moderate

General purpose m3.xlarge 4 15 2 x40 (SSD) Yes High

General purpose m3.2xlarge 8 30 2x 80 (S5D) Yes High

Cancel @ Previous g h (Nexl: Configure Instance Details)

11.0n the Configure Instance Details page, expand the Advanced Details section and type
the following initialization script information (you can use Shift-Enter to create the
necessary line break, or alternatively you could type this into Notepad and copy & paste the
results) into the User Data field (this will automatically install and start the Apache web
server on launch) and click Next: Add Storage:

#include
https://awstechbootcamp.s3.amazonaws.com/bootstrap.sh
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i‘i AWS -~  Services - - Training Example ~  N. California ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Network (i vpc-7d886e18 (172.31.0.0/16) (default) 4| C  Create new VPC
Subnet (i Mo preference (default subnet in any Availabilit Create new subnet
Auto-assign Public IP (] Use subnet setting (Enable) :
IAM role (j None ’
Shutdown behavior (j Stop B
Enable termination protection (j Protect against accidental termination
Monitoring  (j Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (j Shared tenancy (mu_lti—tenant hardware) :
Additional charges will apply for dedicated tenancy.

¥ Advanced Details

Userdata (j » Astext O As file (] Input is already base64 encoded

#include
https://awstechbootcamp.s3.amazonaws.com/ bootstrap.sh

A

Cancel Previous EGUPETELLIETLL M Next: Add Storage )

12.Click Next: Tag Instance to accept the default Storage Device Configuration.
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Training Example ~  N. California v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn mare about
storage options in Amazon EC2.

] Delete on
Volume Type (i IOPS (i Termination

Size (GiB)

Type (i) Device (i Snapshot (i | E"i Yptad

Root /dev/xvda snap-14cff4ds 8 General Purpose ( 5| 24 /3000 ¥ Not Encrypted

Add New Volume

Q Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility
and usage restrictions.

Cancel | Previous [EEVEVENGEETL M Next: Taglnstance)

Next, choose a “friendly name” for your instance. This name, more correctly known as a tag,
will appear in the console once the instance launches. It makes it easy to keep track of running
machines in a complex environment. Named yours according to this format: “[Your Name] Web
Server.

Then click Next: Configure Security Group.
Step 5: Tag Instance

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2
resources.

Key (127 characters maximum) Value (255 characters maximum)

Name John Doe Web Server 0

Create Tag (Up to 10 tags meximum)

Cancel | Previous Next: Configure Security Group )

13.You will be prompted to create a new security group, which will be your firewall rules. On
the assumption that we are building out a Web server, name your group “[Your Name] Web
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Tier”, and open ports 22 and 80. Click the Review and Launch button after configuring the
security group.

B AWS +  Services ~

Training Example ~  N. California ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For
example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports.
You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ® Create a new security group

Select an existing security group

Security group name: John-Doe-WebTier
DEseTIpuon: TeUnCow Zara-T create Eus AR E R
Type (i) Protocol Port Range (i) Source (i)
SSH N TCP 22 'Anywhere 4] 0.0.00/0 (]
| HTTP TCP 80 An_\,_f_\gvhe_re_! #| 0.0.00/0 o
Add Rule
Warning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known
|IP addresses only.

Cancel | Previous§ W:EYEVEDLLEETL ]

14.Review your choices, and then click Launch.

W AWS v  Senices v v Training Example v N. California v Support ~
1.Choose AMI  2.Chooselnstance Type 3. Configure Instance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the
launch process.

A Improve your instances' security. Your security group, John-Doe-WebTier, is open to the world.

Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP
addresses only.

‘You can alsc open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web
servers. Edit security groups

~ AMI Details Edit AMI

Amazon Linux AMI 2014.09.1 (HVM) - ami-4b6f650e

Frea et The Amazon Linux AMI is an EBS backed image. It includes the 3.14 kerel, Ruby 2.1, PHP 5.5, PostgreSQL 9.3, Docker 1.2, the AWS
command line tools, and repository access to many other packages.

Root Device Type: ebs  Virtualization type: hvm

~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
2.micro Variable 1 1 EBS only - Low to Moderate
~ Security Groups Edit security groups
Security group name John-Doe-WebTier

Cancel | Previous|

2008 - 2015, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use Feedback
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15.Select the [YourName]-ImmersionDay key pair that you created in the beginning of this lab
from the drop and check the "l acknowledge" checkbox. Then click the Launch Instances
button.

Select an existing key pair or create a new key pair X

i A key pair consists of a public key that AWS stores, and a private key file that you store. Together,

| they allow you to connect to your instance securely. For Windows AMs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

L3

Choose an existing key pair

= e S—"

Select a key pair
John-Doe-ImmersionDay

4k

< | acknowledge that | have access to the selected private key file (John-Doe-
ImmersionDay.pem), and that without this file, | won't be able to log into my instance.

[o1,[.-]| § Launch Instances

16.Click the View Instances button to view the list of EC2 instances. Once your instance has
launched, you will see your “Manual Web Server,” as well as the Availability Zone the
instance is in and the publicly routable DNS name.

Copyright 2015, Amazon Web Services, All Rights Reserved Page 12
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Events

Tags

Reports

Limits

I

INSTANCES
Instances

Spot Requests
Reserved Instances

I

IMAGES

AMIs

Bundle Tasks

=| ELASTIC BLOCK STORE
Volumes

Snapshots

]

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Network Interfaces

=| AUTO SCALING
Launch

Services v
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Training Example ~  N. California ~  Support v

Launch Instance Connect  Actions ¥
4

L I 2]
Q (2] 1to1of1
@ Name ~ aws:al ling:groupN - 1 ID ~ 1| Type - Avail
(- John Doe Web Server ) -664070ae t2.micro US-Wi
Instance: | i-664070ae (John Doe Web Server) Public DNS: ec2-54-183-155-199.us-west- |l = W]

1.compute.amazonaws.com

Description Status Checks Monitoring Tags

Instance ID  i-664070ae Public DNS

Instance state  running Public IP

Instance type  t2.micro Elastic IP

Private DNS  ip-172-31-16-33.us- Availability zone
west-

Copyright 2015, Amazon Web Services, All Rights Reserved

ec2-54-183-155-199.us-
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Browse the Web Server
1. Wait for the instance to pass the Status Checks to finish loading.

[ ] Name Instance ID Instance Type Availability Zone Instance State Status Checks
@ John Doe Web Server i-664070ae t2.micro us-west-1c W) running = Initializing

Finished initializing
[ ] Name Instance ID Instance Type Availability Zone Instance State Status Checks

@ John Doe Web Server i-664070ae t2.micro us-west-1c W) running & 2/2 checks passed

2. Open a new browser tab and browse the Web Server by entering the EC2 instance’s Public
DNS name into the browser. The EC2 instance’s Public DNS name can be found in the
console by reviewing the “Public DNS” name line highlighted above.

You should see a website that looks like the following:

amazon

webservices

LOAD TEST RDS

Meta-Data Value
Instanceld i-664070ae

Availability Zone us-west-1c

Current CPU Load: 0%

Great Job: You have manually built your first web server!

Appendix — Additional EC2 Concepts

Change the Instance Type

Did you know that you can change the instance type that an AMI is running on? This only
works with EBS-backed instances (what we’re running here). There is no particular reason to
change the instance type in this lab, but the following steps outline how easy it is to do in AWS.
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In the AWS Console, select your lab instance, then right-click on it and hover over “Instance
State” and select “Stop” (NOT “Terminate”!). Confirm you would like to stop the instance by
selecting “Yes, Stop”.

Training Example ~  N. California ~  Support ~

EC2 Dashboard (IETLL ST | Connect | Actions v
< L - )

Events

Tags Q @ 1to1of1
Reports

Limits @ Name - InstancelD - Instance Type - Availability Zone - Instance State - Status Checks

| INSTANGCES @ John Doe Web Server Connect t2. micro us-west-1¢c @ running & 2/2 checks passed
Instances Get Windows Passworc
Spot Requests Launch More Like This
Reserved Instances Instance State ] :
— MAGES Instance Settings » Stop
AMIs Image » Reboot
Networking » Terminate
Bundle Tasks CloudWatch Monitoring »

=| ELASTIC BLOCK STORE

Volumes
Snapshots Instance: | i-664070ae (John Doe Web Server)  Public DNS: ec2-54-183-155-199,us-west- _ N =]
=) NETWORK & SECURITY 1.compute, gnEwscom
Security Groups ——
Description Status Checks Monitoring Tags

Elastic IPs

Instance ID  i-664070ae Public DNS  ec2-54-183-155-199.us-
Placement Groups

west-

Load Balancers 1.compute.amazonaws.com
Key Pairs Instance state  running Public IP  54.183.155.199
Network Interfaces Instance type  t2.micro ElasticIP -

Private DNS  ip-172-31-16-33.us-west- Availability zone  us-west-1c

=| AUTO SCALING

1.compute.internal
Launch

After it has stopped, right-click on it again and hover over “Instance Settings” and select
“Change Instance Type”.
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Reports

Limits

INSTANCES
Instances

Spot Requests
Reserved Instances

IMAGES
AMIs
Bundle Tasks
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Services -~

Launch Instance
4

-
Q

@ Name

@ John Doe Web Server

ELASTIC BLOCK STORE

Volumes
Snapshots

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Network Interfaces
AUTO SCALING
Launch

Instance: | i-664070ae (John Doe Web Server) Priva

Training Example ~  N. California ~  Support ~

Actions ¥

o # 0
(2] 1to10f1
~  Instance ID - Instance Type - Availability Zone ~ Instance State - Status Checks -
us-west-1¢ ) stopped

Launch More Like This
Instance State
Inst ] Add/Edit Tags
Image :
Networking Change Instance Type
CloudWatch Monitoring » Change Termination Protection

View/Change User Data

Change Shutdown Behavior

Get System

e -

Description Status Checks Monitoring Tags

Instance ID  i-684070ae Public DNS

Instance state  stopped Public IP

Instance type  t2.micro Elastic IP

Private DNS  ip-172-31-16-33.us-west- Availability zone
1.compute.internal

Private IPs = 172.31.16.33 Security groups

Secondary private IPs Scheduled events

us-west-1c

John-Doe-WebTier. view
rules

After going through the options and selecting your new instance type, right-click your lab
instance and start it again.

Copyright 2015, Amazon Web Services, All Rights Reserved
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Elastic IPs

How do you set up practical DNS names for your web server? Using an address such as
http://ec2-75-101-197-112.compute-1.amazonaws.com/ is not likely to win the day with your
customers. Setting up a DNS record that points to http://www.yourdomain.com is easy enough
— until you reboot the server and the underlying DNS name and IP address both change.

AWS offers Elastic IP Addresses, which are actually NAT addresses that operate at a regional
level. That is, an Elastic IP Address works across Availability Zones, within a single region.
Assign one to your application as follows:

e (Click on the Elastic IPs link in the AWS Console

e Allocate a new address

e Associate the address with a running instance. If you change instances, it’s as simple
as allocating the address to the new instance.
Create a DNS “A” record in your own DNS server that points tt. mydomain.com to
75.101.162.40.

Two Important Notes:
1. Aslong as an Elastic IP address is associated with a running instance, there

%/ is no charge for it. However an address that is not associated with a running
- ) instance costs $0.01/hour. This prevents address hoarding; however it also
4 ’

means that you need to delete any addresses you create, or you will incur an
ongoing charge.

2. Load balancing (covered in the next section) requires CNAME records
instead of “A” records. So Elastic IP is not required for load-balanced
applications.

Copyright 2015, Amazon Web Services, All Rights Reserved Page 17
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Black Belt Booting

There are a number of advanced techniques that offer additional power and flexibility when
booting Linux instances. For example, some organizations maintain a series of generic
instances, and customize the images upon launch.

Common techniques include:
e Automatically check for updates upon each boot.
e Look in a well-known location, such as in a S3 bucket, for data or a script to tell the
instance which packages to load.
e Pass user data to the instance to accomplish each of the above, or possibly instead of
the other approaches.

How to Pass User Data

The general format looks like this from the command line:

aws ec2 run-—-instances —--image-id [ami id] —--user-data "user data up
to 2048 bytes" ...other params...

You can also paste user data into a text field via the AWS Console; however this is usually a
form of automation — thus the command line example.

Security Concerns

All of the methods except the final one require that your AMIs have security keys embedded in
the image (unless you are using IAM Roles for EC2 instances). That is a serious security
concern, and we do not recommend storing the keys on your instance.

By passing user data, the keys can be stored locally on a master control server. There is some
risk that the keys will be compromised; however it’'s a much lower risk than storing keys on the
AMIL. It is still a risk, though! That’s because User Data can’t be encrypted — although it does
arrive at the control plane via https.

Even our Solutions Architects at AWS are not in complete agreement about risk vs. benefit of

user data. We suggest that you start a class conversation on this subject, if there has not been
one by the time that you read this section.
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Appendix B — SSH to EC2 instances using MindTerm
In this example, we will connect to an EC2 instance that has been configured for the lab.
These instructions require Java to launch the MindTerm SSH client through the console.

1. Navigate to the EC2 section of the AWS Console by clicking on the EC2 shortcut.

Tralning Example ~

N. California v Support +

Amazon Web Services

Compute
y EC2

" Virtual Servers in the Cloud
Lambda PREVIEW
Run Code in Response to Events

Storage & Content Delivery
S3

w" Scalable Storage in the Cloud
‘ Storage Gateway

Integrates On-Premises IT Environments
with Cloud Storage

Glacier
Archive Storage in the Cloud

oits CloudFront
"W® Global Content Delivery Network

Database

RDS
MySQL, Pestgres, Oracle, SQL Server, and
Amazon Aurora

. DynamoDB
@ Fredictable and Scalable NoSQL Data
Store

ElastiCache
wp* In-Memory Cache

Redshift
Managed Petabyte-Scale Data Warehouse
Service

Networking
% VPC

¥ Isolated Cloud Resources

.. Direct Connect
s Dedicated Network Connection to AWS

. Route 53
o Scalable DNS and Domain Name
Registration

Administration & Security
iy Directory Service
w* Managed Directories in the Cloud

Identity & Access Management
Access Control and Key Management

e Trusted Advisor
AWS Cloud Optimization Expert
CloudTrail
User Activity and Change Tracking
& Config PREVEW
wg® Resource Configurations and Inventory

CloudWatch

Resource and Application Monitoring

Deployment & Management

Elastic Beanstalk

AWS Application Container
OpsWorks

DevOps Application Management Service
CloudFormation

Templated AWS Resource Creation

e CodeDeploy

Autemated Deployments

Analytics

o= EMR

WPP¥ Managed Hadoop Framewark

i, Kinesis

=¥ Real-fime Processing of Streaming Big
Data

- Data Pipeline
=~ Orchestration for Data-Driven Workflows

Application Services
sQs

Message Queue Service

ull SWF
Workflow Service for Coordinating
Application Components

-~ AppStream
<~ Low Latency Application Streaming

«mu Elastic Transcoder
wgw Easy-to-use Scalable Media Transcoding

¢ SES

Email Sending Service

CloudSearch

Managed Search Service
Mobile Services

ﬁ Cognito
J User Identity and App Data Synchronization
== Maobile Analytics

Understand App Usage Data at Scale

SNS

Push Notification Service

Enterprise Applications

WorkSpaces
Desktops in the Cloud

Zocalo
Secure Enterprise Storage and Sharing
Service

Additional Resources

Getting Started

See our documentation to get
started and learn more about how
to use our services.

AWS Console Mobile App
View your resources on the go
with our AWS Console mobile
app, available from Amazon
Appstore, Google Play, or iTunes.

AWS Marketplace

Find and buy software, launch
with 1-Click and pay by the hour.

Service Health

& Al services operating
normally.

Updated: Jan 16 2015 16:51:00 GMT-
0500

Service Health Dashboard

Set Start Page

Console Home >

2. Click on Instances in the left menu.
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EC2 Dashboard
Events

Tags

Reports

Limits

Spot Requests
Reserved Instances

MAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE

Volumes
Snapshots

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Network Interfaces

AUTO SCALING

Launch Configurations

Auto Scaling Groups

Immersion Day

Getting Started with Linux on Amazon EC2

Resources

Training Example ~

You are using the following Amazon EC2 resources in the US West (N. California) region:

0 Running Instances
1 Volumes
2 Key Pairs
0 Placement Groups

Create Instance

0 Elastic IPs
0 Snapshots
0 Load Balancers
2 Security Groups

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EG2

instance.

Mote: Your instances will launch in the US West (N. California) region

Service Health

Service Status:

US West (N. California):
This service is operating normally

Availability Zone Status:

us-west-1b:
Availability zone is operating normally

us-west-1c:
Availability zone is operating normally

Service Health Dashboard

* Scheduled Events

US West (N. California):
No events

N. California ~  Support ~

™ Account Attributes -

Supported Platforms
VPC

Default VPC
vpc-7d886e18

Additional Information

Getting Started Guide
Documentation

All EG2 Resources
Forums

Pricing

Contact Us

AWS Marketplace

Find free software trial products
in the AWS Marketplace from the
EC2 Launch Wizard.

Or try these popular AMIs:

Vyatta Virtual Router/Firewall/VPN
Provided by Vyatta, Inc.

Rating L
Pay by the hour for software and
AWS usage

View all Networking

Alert Logic Threat Manager for
AWS

3. Verify that the Instance is running and click on the instance and select Connect on the

toolbar.

Launch Instance Actions v

3-:'(

[ ] Name

@ John Doe Web Server

« Instance D -~

i-664070ae

Instance Type ~

t2.micro

Availability Zone -~

us-west-1c

Instance State -

@ running

o # 0
1to1o0f1

Status Checks -

& 2/2 checks passed

4. Make sure the User name is ec2-user, provide the location to your private key (confirm
the Private Key Path value in your Workshop Configuration Details sheet), and check
the option to save the key location (not the key itself) in browser cache so you will not
have to retype this location in every time you connect to EC2 instances. Then click on
Launch SSH Client.
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Connect To Your Instance i

| would like to connect with A standalone SSH client
= A Java SSH Client directly from my browser (Java required)

Enter the required information in the fields below to connect to your instance. AWS
automatically detects the key pair name, and Public IP for your instance. You need to enter the
location and name of the .pem file containing your private key.

PublicIP 5467.104.170
User name | ec2-user

Key name John-Doe-ImmersionDay.pem
Private key path | jusers/jdoe/lohn-Doe-ImmersionDa

=
 Close |

Save key location Store in browser cache

It can take some time for the MindTerm applet to download and run. If you do not have Java
installed on your computer, or cannot launch the Java applet from your browser, please see
Appendix B for instructions on using a 3" party SSH client to connect to your EC2 instance.

If this is the first time you have used MindTerm, you will be prompted to accept the MindTerm
EULA. Click Accept:
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) MindTerm - License agreeement

PCA 15 version 2.1
APPGATE NETWORK SECURITY AB ("APPGATE")

MINDTERM END-USER LICENSE AGREEMENT
(LIMITED COMMERCIAL USE)

|PLEASE REVIEW THE FOLLOWING TERMS AND CONDITIONS PRIOR TO ACCESSING, DOWNLOADING
l JAND/OR OTHERWISE USING ANY OF THE LICENSED PRODUCTS, AS HEREIN AFTER DEFINED.

[THE USE OF THE LICENSED PRODUCTS AS WELL AS ANY UPDATES THERETO IS SUBJECT TO THE
[TERMS AND CONDITIONS OF THE THIS LICENSE AGREEMENT (THE "AGREEMENT"). BY OPENING THE
[RELEVANT SOFTWARE PACKAGE, BY SELECTING THE [AGREED AND/OR ACCEPT] BUTTON,
|| DOWNLOADING AND/OR OTHERWISE USING THE SOFTWARE OR ANY PORTION THEREOF, LICENSEE
((THE FIRM, COMPANY OR OTHER PERSON HAVING RECEIVED THE LICENSED SOFTWARE PURSUANT TO
|AN ORDER ON THE APPGATE WEB SITE OR OTHERWISE) ARE AGREEING TO THE BOUND BY THE TERMS
JAND CONDITIONS OF THE IT AND ARE INTO THE WITH APPGATE
IETWORK SECURITY AB ("LICENSOR" or "APPGATE").

" DEFINITIONS

fAs used in this Agreement, the following terms shall have the following meaning:
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You will be asked to create a directory for MindTerm. Click Yes:

|| MindTerm - Confirmation

MindTerm home directory: ‘C:\Users\morad\Application Data\MindTerm\" does not exist, create it?

Yes No

Next you will be asked to create a directory for MindTerm to use to store host keys. Click Yes:

|| MindTerm - Confirmation

Known hosts directory: 'C:\User icati i r " does not exist, create it?

Yes No

And finally you will be asked if you want to store the host key for your Instance. At this point
you have the option to verify the host key MindTerm is seeing with the host key provided by
the AWS console to verify that you are connecting directly to your EC2 instance and not some
third-party in the middle. Click Yes:

| %/ MindTerm - Confirmation

Do you want to add this host to your set of known hosts (check fingerprint)

You should be logged into your Instance:
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’
%) ec2-user@ip-10-185-29-45:~ [80x24] [E=EEEE)
File Edit Settings Plugins Tunnels Help

]

MindTerm home: C:\Users\baz\Application Data\MindTerm\
Initializing random generator, please wait...done
Connected to server running 5SH-2.0-OpenSSH_6.1

Server's hostkey (ssh-rsa) fingerprint:

openssh md5: 55:87:14:8a:£8:99:1a:13:25:a4:35:78:69:12:92:17
bubblebabble: xodiv-hokun-zysup-lumul-hidif-nymep-zavud-racen-hosur-nihok-nexex =

ot /  Amazon Linux AMI

https: //aws.amazon.com/amazon-linux-ami/2013.03-release-notes/
[ec2-user@ip-10-185-29-45 ~15 ||

5. Launch the AWS CLI help manual from the terminal command line
Type the following AWS CLI command:
| $ aws help |

Continue to press the SPACE key to scroll through the manual until you reach the end.
Press the Q key to return back to the command line.

( \
[£) ec2-user@ip-172-31-24-127:~ [80x24) =/ B8] %

File Edit Settings Plugins Tunnels Help

]

MindTerm home: C:\Users\baz\Application Data\MindTerm)
Initializing random generator, please wait...done
Connected to server running $5H-2.0-OpenSSH 6.1

Server's hostkey (ssh-rsa) fingerprint:
openssh mdS: 60:2e:68:67:66:d2:60:76:51:b3:46:0a:29:3b:63:16
bubblebabble: xofen-siman-bokeh-kemor-kocof-gerib-cetap-kyhil-kyken-vitoh-puxax

Last login: Sat Sep 28 14:08:34 2013 from 8§7-238-80-64.amazon.comn

I /  Amazon Linux AMI

JE VR |
https: //aws. amazon. con/anazon-linux- 2013.03-release-notes/

[ec2-user@fip-172-31-24-127 ~]§ aws help[]

[«
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Appendix C — Using a 3'4 Party SSH Client

Windows (PuTTY)

This is a Windows-only step, because other operating systems have SSH built in.
Download and install Putty. The single word “putty” in Google will return a list of download
sites. Be certain that you install both Putty and PuttyGen

Launch PuttyGen and choose Conversions -> Import Key.
Browse for Bootcamp.pem and import the key. The result will look similar to this:

& PuTTY Key Generator (2 [
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh+sa -

AAAAB3NzaC1yc2EAAAADAQABAAABAQCVII1gASzizDzPZQEGF54/BxIRJr2qa 1+LSV -
yzngg2k2sGqB+E03z TaLMAD2idtz2CQ5NceOC7WIBP8AXKQGJIb0ZbhPppZPbYSST | =
7LILPSWKOJNIqygpwld 1a7+xR+8p+02Z1Yz6p KirHvNpvbsRPtxSJz X VnOSPJcMU7pF

wyEVHgwzRhpAdvJMXo5rL/NJDaS2%PdtDhaF6+0CMt6Sh YXQ8IEgCxatMrUCioTTD ~

Key fingerprint: sshsa 2048 c6:7:91:97:4d:e0:69:ef:16:86:88:bc:7a:56:35:13
Key comment: imported-opensshkey

Key passphrase:

Confim passphrase:

Actions

Generate a public/private key pair

Load an existing private key file
Save the generated key [ Save public key ] [ Save private key ]
Parameters
Type of key to generate:

SSH-1(RSA) @) SSH-2 RSA SSH-2 DSA
Number of bits in a generated key: 1024

_—"

Save the key as the same file name with a .ppk extension (for the rest of these instructions, we
will use the name Lab.ppk). Click on File -> Save as Private Key. Ignore the dialog that asks if
you want to do this without a passphrase. Save the key as Lab.ppk.

Close PuttyGen.

Using Putty, login in via SSH as follows:
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Launch Putty, then expand the SSH node and select the Auth sub-node. Enter Lab.ppk as the
key name (shown below).

T
Category:
= Terminal - | Options controlling SSH authentication
. Bell 1N Bypass authentication entirely (SSH-2 only)
- Features Authenticati thod
(=)~ Window o )
' AP (V] Attempt authentication using Pageant
- Behaviour Attempt TIS or CryptoCard auth (SSH-1)
- Translation Attempt "keyboard-interactive™ auth (SSH-2)
i|| =-Connection Allow agent forwarding
. Data : Allow attempted changes of usemame in SSH-2
i - Proxy Private key file for authentication:
- Telnet C:\EC2\Lab ppk Browse...
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Make certain that keepalive has a value greater than zero. Otherwise your session will time
out, which is annoying.

2]
Category:
=) Teminal - [ Options controlling the connection |
. :::board — Sending of null packets to keep session active
r— Seconds between keepalives (0 to tum off) |
= Window i i
. Appearance ~ Low-level TCP connection options
. Behaviour [V Disable Nagle's algorithm (TCP_NODELAY option)
- Translation [ Enable TCP keepalives (SO_KEEPALIVE option)

- Selection - )
. Colours Intemet protocol version

= Connection @ Auto C IPy4 1Py
- Data
- Proxy
- Telnet
- Rlogin
[=)- SSH
- Kex
-Auth
- TTY

X1
- Tunnels

-Bugs ;]
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At this point (before entering the host address in the next step), it's a good time to save the
settings. You can either highlight Default and update the settings, or pick a new name such as
Lab.

Category:
=) Session Al | Basic options for your PUTTY session l
& TemLmi?-:galgmg — Specify the destination you want to connect to
- Host Name (or IP address) Port
Keyboard -
Bel | f22
Features Connection type:
= Window " Raw ( Telnet ¢ Rlogin @ SSH ¢ Serial
Appearance N .
R Load, save l.)t delete a stored session
Translation Saved Sessions
Selection |
Colours Default Settings
[=)- Connection
Data
Proxy
Telnet
Rlogin
[=-SSH
Kex | Close window on exit:
?#ﬁ' " Aways ( Never (% Only on clean exi
X11 ~|
ot | Hep | Qpen Cancel
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If you are not certain how to find the DNS name of the server, click on the running instance
and look at the lower pane.

Training Example ~  N. California ~  Support ~

EC2 Dashboard (EINTTANEETY S Connect  Actions v
< L - B

Events

Tags Q Q 1to1of1
Reports
Limits B Name ~ | Instance ID - Instance Type - Availability Zone - Instance State - Status Checks -

=] INSTANCES (. John Doe Web Server i-664070ae t2.micro us-west-1¢c @ running & 212 checks passed )

Instances

Spot Requests

Reserved Instances

=| IMAGES
AMIs
Bundle Tasks

=| ELASTIC BLOCK STORE
Volumes

Snapshots Instance: || i-664070ae (John Doe Web Server) (Public DNS: ec2-54~67-104~170.us~west-1.compute.amazonaws.com) e

=] NETWORK & SECURITY —— _
Security Groups Description Status Checks Monitoring Tags
Elastic IPs Instance ID  i-664070ae Public DNS  ec2-54-67-104-170.us-

west-
Placement Groups
1.compute.amazonaws.com

Load Balancers

Instance state  running PublicIP  54.67.104.170
Key Pairs Instance type  t2.micro ElasticIP -
Network Interfaces Private DNS  ip-172-31-16-33.us-west- Availability zone  us-west-1c
= AUTO SCALING 1.compute.internal

Baunch Private IPs =~ 172.31.16.33 Security groups Jr:\hn—Dos-WebTmr view
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Find the Session node (top one in the list) and enter ec2-user@ followed by the DNS name of
the running instance (you must initially login as “ec2-user” to Amazon Linux instances). Then
click “Open” to connect. For example: ec2-user@ec2-50-16-13-213.compute-
1.amazonaws.com

Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port

ec2user@ec2-50-16-13-213.compute-1.
Connection type:

©Raw (© Telnet © Rlogin @ SSH ©
Load, save or delete a stored session

Saved Sessions

Default Settings
Lab

linux
lorienwood.org
stephenmorad

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 8b:41:3e:e8:5b:5d:ee:fb:75:86:2:78:12:34:ec:84
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

] [ Cancel ][ Help
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Security Tip: The SSH fingerprint will eventually show up in the System Log and you can take
that and compare it to protect against a Man in the middle attack.

You used the username “ec2-user”. The file Lab.ppk contains your password, so there is no
need to enter one.

#P ec2-user@ip-10-110-50-192:~ F=RFatx

imported-openssh-key

C key

|
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Mac OS X or Linux (OpenSSH)

By default, both Mac OS X and Linux operating systems ship with an SSH client that you can
use to connect to your EC2 Linux instances. To use the SSH client with the key you created, a
few steps are required.

1. ldeally, put the private key you downloaded while launching your EC2 instance (generic-
gwiklab.pem) into the .ssh directory in your home directory. For example:

| Prompt> mv gwiklab-114-701.pem ~/.ssh |

2. Make sure your private key is only readable and writable by you (this assumes your
private key was copied into your .ssh directory as described above):

| Prompt> chmod 600 ~/.ssh/qwiklab-114-701.pem |

3. Use your private key when connecting to the instance. The format of the ssh client is as
follows: ssh -i <private_key> <user name>@<host name>

Therefore connecting to your Amazon Linux instance will require a command similar to
the following:

Prompt> ssh -i gwiklab-114-701.pem ec2-user@<EC2 Host
Name or EIP>
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